1 Quick Start 


This Chapter provides instructions on installing and starting to use F-PROT Professional 
for Windows and F-PROT Gatekeeper. With sufficient background knowledge, you can get 
started using the instructions from this Chapter. 
It is vital to keep in mind, that F-PROT Professional provides automatic anti-virus 
protection according to the tasks it is scheduled to run. Once the program has been 
installed, the user or administrator should ensure that the tasks correctly reflect the needs 
of the system. 

Note In this Chapter, any reference to administrator only applies to users 

running F-PROT Professional installed with network functionality. 


1.1 Installing F-PROT Professional 


The following steps will help you install F-PROT Professional for Windows. Before starting 
installation, close all running Windows applications. 

Insert the F-PROT Professional installation disk number one into the floppy disk drive. 

If you are running Windows 95 or Windows NT 4.x, press the Start button, point to 
Settings, and click the Control Panel icon. Once in the Control Panel folder, double-click 
the Add/Remove Programs icon and the Setup.exe file will be located automatically in one 
of your floppy drives. If Setup.exe has not been located automatically, click Browse and 
select the location of the Setup.exe file. Click Finish, and installation of F-PROT 
Professional will begin. Alternatively, choose Run from the Start menu, and type in the 
path and name of the Setup.exe file, for example, A:\Setup. 

In Windows 3.1 or Windows NT 3.x, open the Windows File Manager and choose the drive 
corresponding to the location of the installation disk. Browse for the file Setup.exe and 
double-click it. Alternatively, choose Run from the Program Manager File menu and type 
in the path and name of the Setup.exe file, for example, A:\Setup.exe. 


In the Welcome to the F-PROT Professional Installation dialog box there are four 
options to choose from: 

e Network Administration Installation; 

e Stand-Alone Computer Installation; 

e Update Installation; 

e =6Exit. 


1.1.1 Network Administration Installation 


If workstations are networked, the network administrator installs F-PROT Professional on 
the administration workstation using the Network Administration Installation option. 
Then, the administrator makes the necessary modification to the program and distributes 
it to the users. Refer to Chapter 9, “Setting Up F-PROT” for more information on this topic. 


1.1.2 Stand-Alone Computer Installation 


Choose this option if you are installing F-PROT Professional for the first time on a stand- 
alone computer. Click Stand-Alone Computer Installation and the Installation dialog 
box will be displayed. 


Make sure, that the check boxes F-PROT Professional and F-PROT Gatekeeper are 
both marked if you are installing both programs. F-PROT Gatekeeper is the program 
providing dynamic protection against viruses. It functions transparently in the 
background, looking for viruses whenever you access files or diskettes. If you would like to 
install only one of the programs, leave its corresponding check box selected, and click the 
other check box to clear it. 

Then, specify the name of the destination directory for F-PROT Professional installation. 
The default destination directory is usually a good choice. Click Browse to search for the 
required directory on the computer drives, if needed. 

If you are installing F-PROT Gatekeeper, leave the Enable F-PROT Gatekeeper at 
Windows Startup check box marked, so that you will have background protection active 
at all times. Select the Load F-Agent at Windows Startup check box, if you would like 
F-Agent to start automatically together with your Windows session. F-Agent is needed for 
executing the scheduled F-PROT scans, and can also be used for changing F-PROT 
Gatekeeper settings, if needed. 

Click Start Installation. You can quit installation by choosing Exit. Clicking Cancel will 
return you to the previous screen. 

When the installation is otherwise complete, the program will ask for your name, the name 
of your organization, and your workstation’s name. 


After you have entered the names and clicked OK, the installation will be completed. 
Under Windows 3.1, if you included F-PROT Gatekeeper into installation, the dialog box 
will be displayed, asking whether you would like to have Windows restarted in order to 
make the F-PROT Gatekeeper driver active. 


Choose between the Restart Windows Now and Don’t Restart Now options. The 
F-PROT Professional program folder (group) will be created with the icons for F-PROT 
Professional, F-Agent, and the ready-made tasks. If F-Agent was specified to be loaded at 
start-up, Setup will add its icon to the Start-Up folder (group). 


1.1.3 Update Installation 


Choose this option if you already have F-PROT Professional installed on your computer. 
This option will allow to update program files of F-PROT Professional, while preserving 
your original settings. Click the Update Installation button and acknowledge the 


installation directory displayed in the next dialog box by pressing Start Installation. 
When the update is completed, a message box confirming this will be displayed. 


1.2 Starting F-PROT Professional 


Double-click the F-PROT Professional icon or choose F-PROT Professional from 

Windows 95 or Windows NT 4.x menu. The program will then start in its toolbar mode. You 
can also start F-PROT Professional by choosing Start F-PROT for Windows from the 
F-Agent menu. In Windows 95 or Windows NT 4.x, you can also double-click the F-Agent 
icon in the status area of the taskbar. 


Starting Scans 


F-PROT Professional includes several ready-made tasks, to perform, for example, the 
following scans: 


e Scan Diskette in Drive A:; 
e Scan Hard Disks; 
e Scan Folder; 


e Scan Network. 
F-PROT Professional toolbar contains buttons for starting these tasks. Clicking a button 
will start the corresponding task. Place the mouse pointer over a toolbar button to view the 
button’s name. 


These tasks can also be executed by selecting their corresponding icons from the F-PROT 
program folder or Windows 95 and Windows NT 4.x menu. 

You can also perform scans by dragging and dropping files and directories into the F-PROT 
Professional window, or on top of the F-PROT or F-Agent icon on the desktop. The dropped 
objects will be scanned automatically. 


1.3 Editing, Creating, And Scheduling Tasks 


To edit the pre-configured tasks or to create new tasks, first switch from the toolbar to the 
enlarged window by either clicking Enlarge on the toolbar, or choosing Enlarge to 
Tasklist from the Edit menu. 

In the enlarged window, the toolbar will be in the upper part of the screen with the task 
list below it. 


To edit an old task, you will need to go to the Properties for Task... dialog box. To access 
this dialog box, select the task that you wish to edit on the task list with the mouse or 
ARROW keys. Then click Edit settings for the currently selected task on the toolbar. 
Alternatively, choose Settings from either the Tasks menu, or the shortcut menu, which 
can be displayed by clicking the right mouse button on the task list. 

Double-clicking on the task, or selecting it and pressing ALT-ENTER will also open this dialog 
bog. To learn how to modify the task settings, refer to Section XX, “Editing Old Tasks.” 


To create a new task, either copy an old task and edit its parameters, or create an entirely 
new task. To duplicate and old task, select it on the task list and click Make a copy of the 
currently selected task on the toolbar. Alternatively, choose Duplicate from either the 
Tasks menu, or the right-clicking shortcut menu. 

F-PROT will create a task called Copy of ‘Source Task’, place it on the task list, and open 
the Properties for Task... dialog box, in which you can modify the task properties. 


To create an entirely new task, click Create a new task on the toolbar. Alternatively, 
choose the New Task option from either the Tasks menu or the right-clicking shortcut 
menu. F-PROT Professional will create the task called Untitled Task, place it on the task 
list, and open the Properties for Task... dialog. 

For more information on creating new tasks, refer to Section XX, “Creating A New Task.” 
To schedule a task to run automatically, use the Scheduling tab of the Properties for 
Task... dialog box. The Scheduling page can also be accessed by choosing Schedule 
from either the Tasks menu or the right-clicking shortcut menu. Refer to Section X.5, 
“Setting Task Properties,” for more information about scheduling tasks. 


1.4 Reading Task Results 


After executing a scanning task, F-PROT Professional produces a report on the task 
results. If a virus is found, the Virus Alert: Check the Results! message box is displayed 
on the screen and you can view the results report immediately by clicking Report in the 
Scan Finished dialog box. This dialog box and the Virus Alert message box, if relevant, 
are displayed on the screen even if F-PROT is executing scans in its minimized mode. 


To view a results report, switch from the toolbar to the enlarged window. To do this either 
select Enlarge to Tasklist from the Edit menu or click Enlarge on the toolbar. 


Select the task on the task list and either click Show the results file of the currently 
selected task on the toolbar, or choose Results from the Tasks menu or the right- 
clicking shortcut menu. The task results are presented in a separate window. 

Depending on settings, the new report may either overwrite the report about the previous 
execution of the task, or can be appended to the existing list of reports. Refer to Section 
XX, “Setting Up Preferences,” for further information on choosing the reporting 
preferences. 


Each task result report shows the execution time and results of a particular executed task, 
and includes the name of the user, the name of the workstation, and the version of F-PROT 
Professional. 

Below these, the report lists the following task parameters: scanning method, scanned 
object, taken action, target viruses, and scanned files types, which are followed by results 
in more detail. Separate entries are made for different virus infections. The report can be 
printed out by clicking Print. Refer to Section 6.8, “Viewing Task Results,” for further 
information. 


1.5 Using Mail 


To send notes to your F-PROT administrator, choose Send Message from the Edit menu. 
This will open a dialog box, where you can enter the subject and text of the message. The 
message will be transferred to administrator across the network upon clicking Send. 


Conversely, the administrator can send bulletins to all the users simultaneously. When you 
start F-PROT Professional for Windows, it will notify you if any new bulletins appeared. 


You can view new bulletins by choosing Read Bulletins from the Edit menu. This will 
open a dialog box, where you can choose among the available bulletins. Refer to Section 
X.13, “Sending and Receiving Mail,” for more information. 


1.6 The EICAR Test file 


To test whether F-PROT Professional operates correctly, you can use a special test file 
which is detected by F-PROT exactly as a virus. This file, known as EICAR Standard Anti- 
Virus Test File, is also detected by several other anti-virus programs. EICAR is the 
European Institute of Computer Anti-virus Research. 

To create the EICAR test file, use any text editor to create the file with the following single 
line in it: 

X5O!P%@AP[4\PZX54(P*)7CC)7} $EICAR-STANDARD-ANTIVIRUS-TEST-FILE! $H+H* 

Save this file to any name with .com extension, for example EICAR.COM. Make sure that 
you save the file in the standard MS-DOS ASCII format. Now you can use this file to see 
what is looks like when F-PROT detects a virus. Naturally, the file is not a virus. When 
executed without any virus protection, EICAR.COM displays the text 'EICAR-STANDARD- 
ANTIVIRUS-TEST-FILE!' and exits. 


1.7 Creating an Anti-Virus Diskette 


Create an Anti-Virus Diskette under MS-DOS, Windows 3.1 or Windows 95 to use it in case 
of hard disk problems. This diskette must be created before any problem arises with virus 
infection, so that you can be sure the Anti-Virus diskette is clean, secure, and ready to be 
used. Use this diskette to start your computer from, if you have a problem with the hard 
disk. 


1.7.1 Automatic creation with F-RESCUE 


Run F-RESCUE.EXE from the F-PROT for DOS floppy and choose the Back up system 
information option. Then just follow the prompts. Later on, you can use this floppy as a 
clean bootable floppy. 


1.7.2 Manual creation of Anti-Virus diskette 
To create an antivirus floppy manually 


1.7.3 1). Format a clean diskette as a system diskette. Insert the 
diskette into drive A:, open MS-DOS prompt and type: 


format a: /S <ENTER> 


2). Using the copy command, copy the following programs from the DOS area of your hard 
disk onto the Anti-Virus diskette: 

FDISK. EXE 

SYS.COM 
On MS-DOS and Windows 3.1 systems, these files are typically located in C:\DOS. On 
Windows 95 systems, they can usually be found in the C:\WINDOWS\COMMAND 
directory. 
3). If special device drivers are needed for the system's storage devices, copy them to the 
diskette and create an appropriate CONFIG.SYS file on the diskette. In most cases, these 
are not needed. If unsure, consult your system administrator. 
4). If you need support for local keyboard configurations, you might need to duplicate the 
KEYB entries from your C:\AUTOEXEC.BAT file to A:\AUTOEXEC.BAT and copy the 
KEYB.COM and KEYBOARDS.SYS files to this diskette. These are not required; if they are 
missing, your keyboard will operate in the US English mode. 
5). If you choose to create the Config.sys or Autoexec.bat files on the diskette, make sure 
the hard disk (C:) is not referenced in them. 
6). To make sure the Anti-Virus Diskette has been properly created, re-start your computer 
from this diskette by pressing the Reset button or by turning the power off and then on 
again. Make sure you can access all your hard disk partitions normally. 
7). Write-protect this diskette and never remove the protection. Do not put any updatable 
software on this diskette. 
In case of a problem, you can always start your computer from this diskette. Then insert 
the diskette with F-PROT Professional for DOS into the disk drive and start F-PROT from 
the diskette by typing 

F-PROT <ENTER> 
Refer to Chapter 14, “Appendix: F-PROT Professional for DOS”, for information about 
using F-PROT Professional for DOS. 


1.7.4 Rescue disk under Windows NT 


To create a NT rescue disk, execute the NT utility RDISK (Repair Disk Utility). It is located 
in SYSTEM32 directory under Windows NT’s own directory. When RDISK has started, 
choose option “Create Repair disk” and follow directions on screen. This floppy can be 
used to recreate your boot sectors. 

If you need a bootable floppy to allow you to run F-PROT for DOS on a NT machine that 
won't boot, follow the directions in Section XXX, “Manual creation of Anti-Virus diskette” 
on a machine running DOS or Windows 95 and use the floppy as a boot floppy under your 
NT system. 


